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43 COUNTING AUTHENTICATION AND AUTHORIZATION 
FUNCTIONS 

Problem description 

To use the information system, the user must go through a login procedure. The function 
belonging to the login procedure concern functions that are identical for all information 
systems, such as login, change password, forgot password, number of incorrect login 
attempts, etc. After successfully completing the login procedure, the user has access to 
the information system, which functionality may be used in the information system is 
(often) determined by the role of the logged in user. 

Should you count these authorization functions or not? How are the authorization tables 
and maintenance functions on those tables counted? 

Handling the authorization can be done in various ways, below the three most common 
variants are (globally) described. 

43.1 Generic service 

The authorization functionality is managed from a generic service and is available 
through services to the information system to be used. To perform the authorization 
functionality, the information system uses services of the authorization information 
system, which handles the entire authorization functionality and returns to the calling 
information system whether the user is authorized to use the information system and 
(often) in what capacity (role). 

Discussion 

The authorization functions lie outside the information system, the functions and data 
collections that are necessary to support the authorization function are not counted in 
the information system. These are counted within the information system which handles 
the authorization function. 

Solution 

Count 1 External Output for handling the authorization functionality (login). This 
concerns the call to the service of the information system that handles the authorization 
functionality. 

43.2 Part of the information system 

The authorization functionality is not managed from a generic service but is part of the 
information system. The requirement is that the authorization functions operate 
similarly to the authorization functions in other information systems. To perform the 
authorization functionality, the information system uses internal functions that handle 
the entire authorization functionality and indicate whether the user is authorized to use 
the information system and (often) in what capacity (role). 
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Discussion 

The authorization functions are part of the information system, the functions and data 
collections that are necessary to support the authorization function are part of the 
product size of the information system. The information system uses the authorization 
functions within the information system and for authorization purposes there is no 
interaction with another information system. 

Solution 

Count all the supported authorization functions and also count all the necessary logical 
files. In general, this concerns multiple transactional functions (often >50 FP) and a single 
logical file. 

NB The requirement that the authorization functions operate similarly to the authorization 
functions in other information systems has no influence on the counting of the 
transactional functions and/or logical files. 

43.3 Login procedure 

The user gains access to the information system via a login procedure by entering a user 
identification and a password. After logging in, the user is authorized to carry out the 
transactions of the information system. The password is stored within the information 
system. The system administrator can change the passwords. 

Discussion 

The logical file where the passwords are stored is an FPA table, the passwords will be 
included as a record type within the FPA-table-ILF when counting the logical files.  

Solution 

The login procedure and changing the authorization table is not counted as a separate 
function, because 1 External Input, 1 External Output and 1 External Inquiry are counted 
by default for the FPA-tables-ILF. 

Reference to the standard 
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